MHHOBPHAYKH POCCHH
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BhicLIero o6pazoBaHus
«Bonrorpaackuii rocyiapcTBEHHBIH TEXHHYECKUH
YHHBEPCHTET »
BOJDKCKHNA

HNOJMTEXHUYECKHA HHCTUTYT
(bmmaan)

(enepanbHOro rocyAapCTBEHHOTO GIODKETHOrO
00pa3oBaTeNbHOIO0 YUPEKICHHU
BEICIIETO 00Opa3oBaHHsA
«Bonrorpaackuii rocyapcTBEHHBII
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(BITU (pumuan) BonrI'TY)
IMPUKA3
Bomxkcekuii
03
g MIOHA 20 20 r.
Ne 08-0/1

[ 06 YTBEPXKAECHHH HHCTPYKIHH H HHBIX _]
JIOKYMEHTOB, HCIIOJIb3YIOIMXCA MIPH
06paboTKe NepCOHAIBHBIX JJAHHBIX B

HHCTUTYTE

B nensx obecrnedyenus ucnoiHeHus TpeboBanmi DenepanbHOro 3aKoHa
Poccuiickoit ®enepauuu ot 27 urons 2006 roga Ne 152 @3 «O mepcoHaIbHBIX
NAHHBIX», a TAK)Ke BO MCIOJHEHHe II. 3 NpHKa3a peKTopa YHHMBEPCUTETa OT
23.12.2019 r. Ne692 «O enmunoit wunHbopmammoHHoH cucreme (EHC)
Bonrorpaickoro rocyapcTBEHHOIO TEXHHYECKOTO YHHBEPCHTETA)

IMPUKA3BIBAIO:

1. VYTBepauTs M BBeCTH B JEHCTBHE C MOMEHTAa M3[aHHsl HACTOSIIErO
NpUKa3a CIeAyIOLHe JOKYMEHTBI:

- UHCTpYKIHMS 1O  BeJeHHWIO I1acropToB  HMH(OPMALHOHHOM
6esonmacuoctu noapasaenenuii (IIpunoxenune Nel);

- WHCTpYKIHMsS OTBETCTBEHHOro 3a obecrieueHHe 6€30MaCHOCTH
nepcoHanbHbIX AaHHBIX ([Ipunoxenue Ne2);

- UHCTpyKUMs agMHHHCTpaTopa HWH(OPMAIHOHHOH 0€30MacHOCTH
(TTpunoxenue Ne3);

~ Unctpykuuss  agmuauctpatropa HCIIJIH mno  obecrneyeHuro
uHpOpMaLHOHHON OGe3omacHOoCTH TpH 00paboTKe IEePCOHANBHBIX HaHHBIX
(TTpunoxxenune Ned);

- HHCTpyKIMs TONB30BaTeNs Mo obecnedeHuio WHGOPMALHOHHOM
GezomacHocTM npu  obpabotke nepcoHanbHbIX JaHHeIX B MCII[H
(ITpunoxenue NeS);

- WHCcTpyKIus no OpraHU3alMH MapoJIbHOM 3aIIUTHI
(ITpunoxxenue Ne6);
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- UHCTpyKUMsST 1O  OpraHM3allid  aHTUBHPYCHOM  3aIlUTHI
(ITpunoxxenue Ne7);

- WHCTpyKIIMsS N0 y4eTy M XpaHEHHI0O CBEMHBIX HOCHUTeNei
(ITpunosxxenue Neg);

i WHCTpyKIIMA MO  pe3epBHPOBAHHUI0O H  BOCCTAHOBIIECHHIO
paborocnioco6nocTr UCITIH (ITpunoxenue Ne9);

- Unctpykuus no npepocraBnenuio aoctyn B UCII[Ia Bonrl'TY
(ITpunoxxenune Nel0);

- Huctpykuus mno obecrnedeHuto 6e30macHOCTH  IEePCOHATBHBIX
JIAHHBIX [P BO3HHUKHOBEHHH HelTaTHeIX cuTyauui ([Ipunoxenne Nell);

- UHerpykius mno  pabore ¢ 00e3nM4eHHBIMH  JJaHHBIMH
(ITpunoxenue Nel2);

- WHCeTpyKnuss 1O yCTaHOBKE, MOAM(HKAIMM W TEXHUYECKOMY
ofcimy)XMBaHUIO TMporpaMMHOro obecneyenus u anmapatHsix cpencts UCIIIH
(ITpunoxenune Nel3);

- UHCTpYKIMST 1O  YHUYTOXXEHHIO HOCHTENed, COIepiKallux
nepcoHanbHblie AaHHbIe ([Ipunoxenue Nel4);

- @®opma XypHana y4éTa HHIMIEHTOB 0€30MacHOCTH TMEePCOHATBHBIX
nauHbX (ITpunoxenne Nel5);

- ®opma XypHaia yuéta pe3epBHOro KOIIUPOBAHUSA
(ITpunoxenune Nel6);

- ®opma XKypHaia ydé€Ta CBEMHBIX HOCHUTENEH IepCOHAJIBHBIX
naHHbIX ([Ipunoxenne Nel7);

- ®opMa KypHajsla y4yéTa MAIIHHHBIX HOCHUTENEH IepCOHAIBHBIX
nanHbIX (ITpunoxenue Nel8);

- [lamsaTka 00 OTBETCTBEHHOCTH 3a HapylleHHs mpu oOpabGoTke
nepcoHanbHbIX gaHHBIX ([Ipunoxenue Nel9);

- ®opma  obs3arenscTBA O HepasMVIalleHWH  UHGpOpMaluu
orpanudeHHoro aocryna (IIpunoxenune Ne20);

- @opma aKkra 00 YHMYTOXEHHUH TIEPCOHAIBHBIX  JJaHHBIX
(ITpunoxxerue Ne21);

- ®opmMa akTa 00 YHHUUTOXKEHUH ChEMHBIX HOCHUTEJIeH NepCoOHaANBHBIX
ngaHHbIX (ITpunoxenue No22).

2. Hawaneauky HWBILl Jlscuny J.H. obOecneunts o0O3HaKOMJIEHHE C
YTBEPXX/ICHHBIMH JOKyMEHTaMH PYKOBOAMTENEH H COTPYJHHKOB CTPYKTYPHBIX
noapasneneHud, oOpabaTbiBalOUX TEpPCOHANbHBEIE JaHHbIE CYOBEKTOB
nepcoHanbHbIX naHHbIX BITH (dumuan) Bonrl ' TVY.

3. KoHTponep 3a WHCHOJMHEHHWEM HACTOALLEr0 IPUKa3a BO3JIOXKHUTH
Ha HCHOJHAIOIIYI0 00A3aHHOCTH 3aMeCTUTeNs OUpeKTopa Mo ydeOHoi pabote
Cnupugonosy M.II.

Hupextop A.B. ®etnco




IMpunoxenue Nel
; KII “mcaé;y BITU
OT“P_'. 2020 r. No“8-01
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Hucrpyknusa no BejeHAI0 nacnopra HHpopmanuonnoii 6ezonacHocTH
noapasaeieHns, o6paéarpiBalomero nepcoHaJbHbIe JaHHbIE CyOBEKTOB
Bo/KCKOro moIHTeXHHYECKOro HHCTHTYTA (PprHInaIa)
Boarorpaackoro rocyAapcTBeHHOr0 TEXHHYECKOro0 YHHBEPCHTETA

1. O6mue nonoxeHHs

WHCTpyKIMA  ompenmensier TNpaBHiaa BeAeHHSs nacmopra  HMH(OPMALHMOHHOTO
6esomacHocTH moppasgeneHus (mamee mno Tekery — [Ilacmopr), o6pabareBaromero
nepcoHaneHele naHHble cyObekroB BIIM  (pmmman) Bonrl'TY. JlaHHbIi m0OKyMeHT
ofecneunBaeT KOMIUIEKCHBIX IOAXOJA K pEIICHHIO 3amady obecriedeHus: WHPOpPMAaHOHHOM
0e30NacHOCTH NEPCOHANBHBIX JaHHEIX, 00pabaThIBaeéMbIX B BY3€.

HHCTpyKIMA NOMISKHUT NEPeCMOTpY NPH H3MECHEHHH IEpevHs pellacMbIX 3azad,
coctaBa TexHW4YeckuX H mnporpammubix cpeacte HMCIIa BIIM (pmmman) Boarl'TVY,
MPUBOSIOMX K CYIIECTBEHHHIM H3MEHEHHAM TEXHOJIOrHH o0paboTku HH(pOpMALHH.
[TepecMOTp JaHHOTO JOKyMEHTa IIPOBOJUTCS OTBETCTBEHHBIM 3a o0ecneucHue 6e30nacHOCTH
nepcoHanbHBIX AaHHBIX BIIM (puwmman) Boarl'TY ¢ uensio npoBepkH COOTBETCTBHS
OIIpeieNIeHHBIX JAaHHBIM JOKYMEHTOM Mep 3allWThl PEaAIbHBIM YCIOBHAM NPHMEHEHHS HX B
UCT1Ia BITU (¢pwmmaan) Boarl'TVY.

OtsercTBeHHBIN 3a obecrmedende O0€30MAaCHOCTH MepcoOHaNbHBIX JaHHbIX BIIN
(punmuan) BoarI'TY Bemer Ilacmopra caMOCTOATENBHO WM IOpydaer 9Ty paboty
agMHHHCTpaTopy HH(popMauuoHHON Oe3zonmacHocTH, ammuaHcTparopy WCII[m mocne
HHCTPYKTa)Ka ¥ 03HAKOMJICHHS ¢ HEOOXOANMBIMH METOAHYECKHMH MaTepHATIaMH.

2. Cocras Ilacnopra

B cocras [Tacnopra noapazaenenus BXOIAT:

- KONHH mpuKa3oB 00 yrBepxknaenun [lonoxenus o6 o6paGorke u 3amuTe
NepcoOHANbHBIX MaHHbIX H [lomuTHku wuHGOpManmoHHON Ge3zomacHocTH npH pabore ¢
nepcoHanbHBIMA AaHHBIMH BITH (puman) BoarI' TV,

- xonuy WHCTpyKumii Mo pasnH4YHbIM acrekTaM 00pabOTKH NEepCOHATBHBIX JAaHHBIX.
CocraB HHCTPYKLHH BapbUPYETCs B 3aBUCHMOCTH OT 3a7a4 CTPYKTYPHOI'O NMOAPa3eIeHHs;

- IECTHI 03HAKOMJIEHHS C BHIIEYIOMSHYTHIMH JOKyMEHTaMH;

- JNOKYMEHTBI, COAEpXKAalie CBEACHHUA O MOMELICHHSAX, B KOTOPBIX OCYILECTBIIAETCS
06paboTKa nepcoHaNbHBIX JaHHBIX;

- IOKyMEHTBI, COZIepXKalllieé CBeIeHUA O COTPYAHHKAX NOIpa3/ielleHus, HMEIOIMMX
npaBo Ha pabory ¢ OyMaXHBIMH HOCHTEJIIMH NEpCOHANBHBIX NaHHBIX ¥ goctyn B MCJ/IH
(manee mo Texkcry — nons3oparenu UCI1LxH);

- DOKYMEHTBI 0 Mepax 6€30MacHOCTH, NpeANPHHAMAEMBIX B IIOAPa3CICHHH;

- JKypHaJbl y4yeTa CBEMHBIX M MAIOUHHBIX HOCHTEJIEH IEepPCOHANBHBIX JaHHBIX
HoApa3ieNeHus, XypHaJIbl Pe3epPBHOTO KOMMHPOBAHHUSA, Y4ETa HHIUAEHTOB 6€30MMacHOCTH.

- @KThl MO pe3yibTaTaM paccieJOBAaHHA HELITATHBIX CHTYal[Ul, aKThl YHHYTOXEHU
HOCHUTENeH NePCOHABHBIX JAHHBIX, aKThl y4eTa Nepeadul NepPCOHANbHBIX JaHHBIX;

- ciy>xeOHBIE 3aMCKH PYKOBOJMTENEH O MPEJOCTaBICHHH, H3MEHEHHH, OTPaHHYECHUH
npas goctymna nonb3oparenei UCIx;
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- uHbOpMAIHA O COCTaBeé KOMHCCHH IO YHHYTOXKCHHE MNEPCOHATBHBIX JaHHBIX
NOApa3AeieHus U KOIIUA aKTOB 00 YHHYTOXEHHH NEPCOHABHBIX JaHHBIX;

- MaTpHLbl goctyna nomas3obareneit UCI1/Ix;

- HHBIE JOKYMEHTHI, CHOCOOCTBYIOINHME IIOBBINIEHHIO YDPOBHS 3alllHIIEHHOCTH
nporeccoB 06paboTKH NEPCOHANBHBIX JAHHBIX B NOAPA3/IeJICHHH.

3. Nopsanok BHecenns nimenennii B Ilacnopr

C uenpl0 pealn3aldH KOMIUIEKTHOrO MOAXoxa K obecredeHHIO 0€30MacHOCTH
nanboJiee BaKHas 9acTh HHOopManuu odopMIseTcs B BHIE NOKYMEHTa «AKT 00Cie0BaHHs
TIOMELIEHUs », 3aMOJIHAEMBI Ha KaXJI0e MOMEIIeHHe MoApaszieNieHus, rae obpabaTeBaloTcsa
nepcoHaIbHbIe JaHHBIEe Cy6bexToB. TunoBas popma mabioHa aKTa NIPHBENECHA HUKE:

YTBEPXJIAIO
« » 20_r.
AKT 06cie1oBaAHHS TIOMELLEHHS
HaumeHoBaHHe nofpasaeneHHA:
Hannine KOMHCCHH 110 YHHYTOXEHHIO HOCHTelel epCOHANBHBIX NaHHbIe (Na/HeT):
Cocras komuccnn (PHO, nomKHOCTS):
1.
2 s
[NomemeHne (HauMeHOBaHHE, HOMED):
Anpec:
Hanuuue oXpaHHOH CHTHaIM3aUHH (1a/HeT):
Hanu4ue nMpoTHBONOXKAPHOM CHrHANM3aLHH (1a/HeT):
Hanuuue ceiidos/mkados, 3anHpaiomuxcs Ha KIOY, AJI4 XPaHeHHs I0KYMEHTOB (1a/HeT):
XpaHeHHe EPCOHANBHBIX JAHHBIX CYGBEKTOB Ha GyMaXKHBIX HOCHTENAX (na/HeT):
HocHTenn nepcoHaNbHBIX JAHHBIX, XPaHALIHECH B MOMEILEHHH:
Loce s
Tt
Hamuuue koMnbioTepos, noakmodenusix k UCI1In BITH (pmwiuan) BoarI' TV (na/uer):
CnHcoK COTPYAHHKOB YHHBEPCHTETA, HMEIOIIHX AOMYCK B MOMEILECHHE!
Ne ®HO JlomKHOCTE HonymieH k 06paboTke NepCcOHANBHBIX
n/n AaHHBIX
Ha 6ymakHBIX B UCI1/In BITKU
HOCHTEJIAX (brnuan)
(na/uert) Bonr['TY
(ma/uer)
Cnucok komnsiotepos, noaxmoyenHsix k HCITa BITH (dunuan) Boar['TV:
Ne Hus. Ne OnepaunoHHas Hanuune OcHoBHoil Monb30BaTeNb
n/n CHCTEMA anTHBHpYyca 0 C3H
(ma/uet)
®UO JIO/KHOCTD
PyxoBoautens nojapasaefieHHs damMunKA, HHHLHAIbI
(moamuce)
OtsercTBeHHblI 32 Beaenue [Tacnopra DaMIITHA, HHHULIAATBI

(moanuce)




6

AKT TIOANHCHIBAETCA PYKOBOAUTENEM IOApa3/ie/ieHHs, OTBETCTBEHHBIM 3a BEJCHUE
[Tacopra COTPYAHHKOM H YTBEpXKJAeTCS AMPEKTOPOM HHCTHTYT4, WM IpelcenareneM
KOMHCCHH TI0 KOHTPO/IO 3a coOmonenneM TpeGoBaHmil 3akoHonatenscTBa PO B obnactn
00paboTKH NepCOHANBHBIX JaHHBIX.

OtBercTBeHHBIN 3a BejgeHwe [lacmopra NOMKEH NOIIEPIKHBATH €r0 B aKTyallbHOM
COCTOSIHHH, BHOCA M3MEHEHHS 10 TPEACTABICHHIO pPYKOBOAHTENSA CTPYKTYPHOIO
NoApaseNieHus, Ha KOTOPOr0 BO3JIaraeTcsi OTBETCTBEHHOCTH 3a CBOEBPEMEHHOCTH
MPeNOCTaBIEHUS HeOOXOMUMBIX JaHHBIX.

Hau6onee 3HauMMBIMH IPHYHHAMH H3MEHEHHS COJCPXKaHHA JOKYMEHTA SBJIAIOTCS:

- H3MEHEHHE KaJpOoBOro COCTaBa MoJpa3NelIeHus;

- HW3MEHEHHE COCTaBa CPE/ICTB BHIYHCIHTEIBHON TEXHHKH;

-  KOPPEKTHPOBKH HOMEHKJIATyphl e/ NoApa3ieJeH s,

BeneHue JOKYMEHTOB B KOHTEKCTe IOMEINEHHH i 0OpabOTKH NEpCOHATIBHBIX
naHHBIX obecrnednBaeT rHOKOCTh MpolLecca aKTyalu3aldd HHQOpPMalH{d U MOBHIIAET €ro
5] (PEeKTHBHOCTh 3@ CYET MOBTOPHOTO YTBEPXKACHHS 4YaCTHBIX JOKYMEHTOB HEOOJBIIOrO
o6beMa BMECTO IIOCTOSHHOTO BHECEHHSA H3MEHeHHH B 0OIIMe CIHCKH II0Jb30BaTelleH,
o6sexToB ¥ cobbrruii. IIpH 3TOM OGecneuynBaeTcs obmmii KOHTPONIL 3a COONIONICHHEM IpaB
NOCTYNa COTPYAHHKOB K Pa3sHbIM THNAaM HOCHTENEH NEPCOHANBHBIX NAHHBIX M [EJIOCTHAsd
KapTHHA JOCTYITHOCTH HOCHTeNel! NepCoHaNbHBIX JaHHBIX COTPYAHHKAM MOAPa3/IeIeHHS.

[IpenocrapneHue HYXHOM HHOOpPMAaNMH JUIA  PYKOBOAHMTENA  CTPYKTYPHOTO
nojpas/ieJieHus TAaKKe He ABIAeTCs 0OpPEeMEHHTENbHBIM B CHIIy (OpMajH3allid IPOLIECCOB
usMeHenuss npas jgoctyma mnonms3oBateneidi B HCIIJln m mpoueccos mnpuoOpeTeHus H
o0cny)XHBaHHS BEIMACITATENIHHON TEXHHKH B NOAPA3/C/ICHHUAX.

OtBeTcTBeHHBI 3a BeaeHue Ilacmopra o6s3aH XpaHHTh e€ro B  celde,
HHCTpyKTHpoBaHHe mnosb3oparenedft VCII/IH ocymecTBnaTes B HeobxomumoM obneme, 6e3
NpeNOCTABIICHHS JOCTYNa K JOKYMEHTaM, BBIXO[AINMM 34 pPaMKH KOMIETCHUHH H
JIO/DKHOCTHBIX ITOJIHOMOYHI TMOJIb30BaTeNs. B OTHENBHBIX Cly4agx HOIMYyCKaeTcs XpaHCHHE
[Tacnopra y pyKOBOJMTENS CTPYKTYPHOT'O IOAPA3/IENICHHS.

Haganeauk UBIL{ J.H. JIscun




[Tpunoxenue Ne2
L K npuka3sy BITHU
or93. 06 2020r. Ne68-0J1

Hucrpyknus
OTBETCTBEHHOI0 32 obecnevyeHne 6e30MaCHOCTH NMEPCOHANBHBIX NAHHBIX
Bo/KCKOro NoJIHTEXHHYECKOr0 HHCTATYTA (puanana)
Boarorpaackoro rocyiapcTBeHHOr0 TEXHHYECKOro YHHBEPCHTETA

1. O6mue cBeaeHHA

OTBeTCTBEHHBIH 3a ofecneueHne O6e30MacHOCTH IepcoHanbHBIX MaHHBIX BIIW
(buwman) BonrI'TY Ha3HavaeTcs MpHKa3oM JMPEKTOpa HHCTUTYTa M3 9HCIA COTPYAHHKOB
KaTeropHH aJMHHHCTPAaTHBHO-YIIPABJICHYECKOro NIEPCOHAA.

OtBeTcTBEHHEIH 3a o0ecreyeHHne 0€30MacCHOCTH NEPCOHANBHBIX NAHHBIX MOIIHHACTCS
NpeCceIaTeNno KOMACCHHE [0 KOHTPOJIO 3a cobmoenneM TpeGoBanuii 3akonoaTesbCcTsa PO
B 06yacTi 06paboTku nepconanbHbIX JaHHBIX BITH (Gumman) Bonr['TV.

JlanHas HHCTPYKIMA onpexnenseT GpyHKmH, 0043aHHOCTH, NPaBa H OTBETCTBEHHOCTD
JMLa, HA3HAYEHHOTO OTBETCTBEHHBIM 3a obecrieueHne 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX
BIIH (¢punuan) BoarI'TV.

UHCTPpYKUMS MOMIEKHT IEPeCMOTPY INpPH H3MEHEHHH MEPeYHS pelIaeMbIX 3ajad,
COCTAaBAa TEXHHYECKHX M MPOrPaMMHBIX CPEACTB HH(YOPMALHMOHHON CHCTEMBI NEPCOHANBHBIX
naHBBIX (manee mo Tekery — MCII[n) BIIW (¢punman) BoarI'TY, npuBomsmux K
CYIECTBEHHBIM H3MEHEHHSM TeXHOJIornd o0paboTkn uHGopmauuu. IlepecMoTp AaHHOTO
JIOKYMEHTa NpPOBOJUTCA OTBETCTBEHHBIM 3a ofecredyeHde O€30MAaCHOCTH IEPCOHATBHBIX
naaaex BITH (dumaan) Bonr['TY ¢ nenpio mpoBEPKH COOTBETCTBHA ONPE/ACICHHBIX JaHHBIM
JIOKYMEHTOM Mep 3allUThl peanbHbiM ycinoBusM npumenenns ux B UCI1n BITH (¢rman)
BomrT'TYV.

KonTpons  BhIMONHEHHs TpeOoBaHMH  NaHHOW  HHCTPYKIMH  OCYINECTBIAET
TpeceaTeNh KOMHCCHHE [0 KOHTPOJIIO 3a cobmonienueM TpeGoBaHmi 3aKoHOaTENbCTBA PP
B 06acTu 06paboTkyu MepcoHANBHBIX NaHHBIX BoarI'TVY.

2. HopmaTHBHBIE CCHLIKH

OTBeTcTBeHHBIH 3a obecneueHne O0e€30MacHOCTH IEPCOHANBHBIX JaHHBX BIIU
(bwmman) BonrI'TY npu BeMONHEHHH OOA3aHHOCTEH, BO3/IOXKEHHBIX HE HEro HacToAIIEH
MHCTPYKILIHEH, PYKOBOACTBYETCS CIEAYIOMHUMH JOKYMEHTaMH:

- OepepanbHbii 3akoH or 27 moas 2006 r. N 149-®3 "O6 wundopmanny,
HH(OPMALMOHHBIX TEXHOJIOTHAX H O 3amuTe HHopMaiun";

- GenepanbHeni 3akoH 0T 27 Hrois 2006 r. Nel152-03 "O nepcoHaNBHBIX JAHHBIX";

- IMocranosnenue IMpasutenscrsa Poccuiickoii ®enepanuu ot 6 mions 2008 r. Ne512
"O6 yTBepKIAeHHH TpeGOBaHHMM K MaTepHATBHHIM HOCHTENAM  OHOMETPHYECKHX
NepCOHANBHBIX NAHHBIX M TEXHOJOTMAM XPaHEHHs TAKHX JAHHBIX BHE MHGOPMALMOHHBIX
CHCTEM IEePCOHANBHBIX NaHHBIX';

- [ocranosnenne IlpaBarenscta Poccuiickoi ®enepannu ot 15 cenrabpa 2008 r.
Ne687 "O6 yreepsknenuu ITonoxerus o6 ocobeHHOCTAX 06pabOTKH NEPCOHAIBHBIX JAaHHBIX,
OCYIIECTBJIAEMO €3 HCITO/Ib30BAHHA CPEJICTB aBTOMATH3ALMH "}
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- [Tocranosnenue [IpaBurenscTBa PP ot 1 Hoa6ps 2012 r. Ne 1119 "O6 yrBepxaeHun
TpeGOBaHHH K 3alIMTE MEPCOHANBHBIX NAHHBIX OpH HX 00pabGoTke B HH(OPMAIMOHHBIX
CHCTEMaXx MEepPCOHANBHBIX JaHHBIX";

- Tlocranosnenne IIpaButensctBa Poccuiickoit ®Penepannu ot 21 mapra 2012 r. N
211 "O6 yTBepXAEHHWH TMEpeYHs Mep, HaNpaBIEHHBIX Ha OOECNEYCHHE BbINOJIHEHUS
ob6s3aHHOCTeIH, MpeaycMoTpeHHBIX DeiepanbHbM 3akoHOM "O NepcoHaNBHBIX TAHHBIX .

HopmatuBHO-MeTOquuecKHe NOKyMeHThl dDeiepanbHoil ciry0bl 0 TEXHHYECKOMY H
SKCTepTHOMY KoHTpomo Poccmiickoit ®epmepamun (manee - @®CTIK Poccnm) mo
obecnieuennto GezonacHocTH [1/[H npu ux o6paborke B UCII]IH:

- npukas ot 11 ¢despans 2013 r. N 17 "O6 yrsepxnennu TpeGopaHuii o 3ammure
uHbopManmMK, HEe COCTABISIOMEH TroCyJapCTBEHHYIO TaMHy, cozepxameica B
rocyJapCTBeHHBIX HHPOPMAaLlHOHHBIX CHCTEMaX "

- npuka3s ot 18 ¢despana 2013 r. N 21 "O6 yrsepxnaenuu Cocrasa H COAEpKaHHS
OpraHM3allAOHHBIX M TEXHHYECKHX Mep N0 obecnedeHHI0 0€30MaCHOCTH INEPCOHANBHBIX
JaHHBIX NPH HX 06pabGoTKe B HHYOPMALMOHHBIX CHCTEMAaX MEePCOHANBHBIX JaHHbIX"

- G6aszoBasg MojieNb yrpo3 6e30macHOCTH NMEepPCOHAIBHBIX JaHHBIX MPH HX 00paboTke B
MH(QOPMALMOHHBIX CHCTEMAaX NEPCOHANBHBIX JAHHBIX, YTBEPXK/ICHA 3aMECTHTENIEM THPEKTOpa
®CTIK Poccun 15.02.2008 r.

- METOJHKA ONpEJEJICHHS aKTyalbHBIX yrpo3 6€30MacHOCTH MEPCOHAIBHBIX NAaHHBIX
npu uX 00paGoTke B WH(OPMANHOHHBIX CHCTEMAaX MEPCOHANBHBIX MAHHBIX, YTBEPXICHA
zamecTuTesieM aupektopa ®CTIK Poccuu 15.02.08 r.

ITpuxa3 ®CB Poccun u ®CTIK Poccun ot 31.08.2010 Ne 416/489 «O6 yrBep)aeHHN
Tpe6oBanHit 0 3amuTe HHPOpMALHH, cofepKamelics B HHPOPMAIHOHHBIX CHCTeMax o6mmero
TIONTb30BAHHS)

I[Tpukas PenepanbHoli cayx0bl GezomacHocTH Poccuiickoit @enepaunu ot 10 mrons
2014 r. N 378 «O6 yrBepxaeHun CocraBa H COEPXKAHHUA OPraHU3alHOHHBIX H TEXHHYECKHX
Mep mo obecrmeueHH0 Ge30MACHOCTH INEPCOHANBHBIX MNAaHHBIX NpH HX 00paGoTke B
AHQOPMALIHOHHBIX CHCTEMaxX MEPCOHANBHBIX [AHHBIX C HCIIOJIb30BaHHEM CPEACTB
kpunrorpaQu4eckoi  3ammThl  MHPOpPMANMH, HEOOXOMMMBIX  JUIi  BBIIOJHEHHS
ycranoBieHHbIx IIpaButensctBoM Poccuiickoit ®@enepaumn TpeboBaHMM K  3am(HTe
MEPCOHANBHBIX JAHHBIX JUIA KaXXI0T0 H3 YPOBHEH 3alHIIEHHOCTHY;

- Tlonoxenmem 06 o6paborke W 3ammre nepcoHaNbHbIX MaHHBIX BIIM (dumman)
BonrI'TY;

- ITonutukoit nEpopMaLoHHOH 6e3omacHocTH npa o6paborke IT/1H;

- MHBIMH JIOKAIbHBIMH HOpMaTHBHO-IIpaBoBbIMH akTaMu BIIU ($pumman) Boarl'TV.

3. ®yaxkupa A 00A3aHHOCTH OTBETCTBEHHOro 3a ofecnmevenue 0e30macHOCTH
nepcoHaabHbIX AaHHbIX BITU (pnauan) Boarl'TY

3.1. OcunoBHBbIe QYHKIHH OTBETCTBEHHOI0 JIMIA:

- opraHu3anua pabor no obecneyeHuI0 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX NMPH HX
06paboTke B ”HPOPMALMOHHBIX CHCTEMAX NEPCOHANBHBIX NaHHBIX;

- mpoBeficHHe paz0bupaTenbcTB MO (akTtaM HECOOMIONEHHS YCJIOBHHM XpaHCHHs
HOCHTeJIEH NEPCOHANBHBIX JIAHHBIX, HCIIOIB30BaHHs CPE/CTB 3alMThH HHQOPMALIHH, KOTOPEIE
MOTYT MPHBECTH K HApYIICHHIO KOH()HICHIHANBHOCTH NEPCOHAIBHBIX JAHHBIX HIIH JPYTHM
HapYIIEHUAM, NPABOJAIIMM K CHHIKCHHIO YPOBHS 3AlIMIICHHOCTH II€PCOHANBHBIX JAHHBIX;
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- IpPHOCTAHOBKA IPEJOCTABJICHHS [EPCOHAIBHBIX JAHHBIX  I1OJIb30BATEJISM
HHGOPMALHOHHOM CHCTeMBI NpH OOHApY)XEHHH HapyIIEHWH MOpsAaKa NPeJOCTaBICHUA
NEePCOHATBHBIX JaHHBIX;

- OCYIUECTBJICHHE BHYTPEHHEro KOHTpPONA 3a COOMIOJEHHEM YHHBEPCHTETOM H €ro
paGoTHHKaMH 3aKoHOJaTenbcTBa Poccumiickoit Penepauuu B obnactH  06paGoTKH
NIepCOHANBHBIX JAHHBIX, B TOM YHCJIE TpeOGOBaHHH K 3alllHTe NEPCOHANBHBIX JAHHBIX;

- IOBEJIEHHE JI0 CBEICHNA COTPYAHHKOB YHHBEPCHTETA IOJIOKEHHIH 3aKOHO/IaTeIbCTBA
Poccutickoit ®enepanii¥ O NEPCOHAIBHBIX JAHHBIX, JIOKAJIBHBIX aKTOB IO BONpOCaM
06paboTKH NepCOHANBHBIX JAaHHEBIX, TPEOOBAHHHA K 3aIUTE MEPCOHAIBHBIX JaHHBIX;

- OCYLIECTBJIEHHE KOHTPOJIS 3a IpHeMoM H 00paboTkoif oOpaimieHHH CyOBEKTOB
NEePCOHANBHBIX JAHHBIX H HX NpPEACTaBHTENCH.

3.2, O6a3aHHOCTH 0OTBETCTBEHHOI0 JIHIIA:

- paspaboTKa M BHEPEHHE OPraHH3AlMOHHBIX M TEXHHYECKMX MEPONpPHATHH MO
KOMIUIEKCHOM 3amuTe nepcoHansHbIX gaHabX B BIIM (¢prmman) Bonrl TV,

- obecriedeHre COOMIONEHHS peXHMa IPOBOAHMBEIX paboT H COXpaHEHHE
KOH(HISHIMATBHOCTH JOKYMEHTHPOBaHHOH HH()OPMALHH;

- pa3pabOTKy MPOEKTOB MEPCHEKTHBHBIX H TEKYIIHX IUIAHOB paboThl, COCTAaBICHHE
0T4eTOB 00 HX BHINOJHEHHH;

- opraum3amus wiaccupukanmy VICIIJIe BITA (¢pmmman) BonrI'TY; mposenenne
creNUaNbHBIX HCCIEAOBAHAM U KOHTPOJIBHAIX MIPOBEPOK N0 BHIABJICHHIO BO3MOXKHBIX KaHAJIOB
yTeukd WH(pOpMALUH, B TOM YHMCIe IO TEXHHYECKHM KaHajaM, paspaboTKa Mep Mo HX
YCTPaHEHHIO H MPeA0TBPAIIECHHIO.

- KOHTpOJIb COOMIOACHHS HOPMATHBHBIX TpeOoBaHMH 1O 3amuTe HHQOpMauuH,
obecrieueHHe KOMIUIEKCHOTO  HCIOJIB30BAHMS TEXHHYECKHX CPEICTB, METONOB H
OpraHH3aIHOHHBIX MEPOITPHATHA.

- OCYIIECTBJICHHE KOHTPOJIA 3a BBINONHEHHEM MNPETyCMOTPEHHBIX MEpPOIpPHSTHIA,
AHATM3 MAaTEePHAIOB KOHTPOJIA, BBIABJICHAE HapyleHHH, pa3paboTka H y4acTHe B peain3aluH
Mep 10 YCTPaHEHHIO BEIABJIEHHBIX HEZIOCTATKOB MO 3alIATe HHQOpMaLHy,

- OpraHM3al{s aTTecTaliu 00bEKTOB, IOMEMEHHN, TEXHAYECKHX CPEJICTB, IPOrpaMm,
QITOPATMOB Ha IPEAMET COOTBETCTBHA TpeOOBaHHAM 3amMTBl HH(POpPMamuM 10
COOTBETCTBYIOIHM KjlaccaM 6€30MacHOCTH.

4. IlpaBa oTBeTCTBEHHOI0 32 ofecnevyenne 6€30NACHOCTH MEPCOHANBHBIX JAHHBIX
BIIH (¢puauan) BoarlI'TY
OtBeTcTBeHHBIH 3a 06ecnedenHe 6e30MacHOCTH NePCOHANBHBIX JaHHBIX BIIPABE:
- MMeTh JOCTYNn K mHopManuu, Kacamouehcs o6paboTku NepcOHANBHBIX NaHHBIX B
HHCTHTYTE, BKIIOYAIOIIEH:
- nenu 00paboTKH MepcOHANBbHBIX JaHHBIX;
- Kateropus o6pabaTeIBaeMBbIX NEPCOHANBHBIX JTAHHBIX
- KaTeropus cyObeKTOB, IepCOHAbHEIC JaHHEIC KOTOPBIX 06pabaTeiBaioTCs;
- IpaBOBbIe OCHOBaHHA 00paGOTKH NEPCOHAIBHEIX NaHHBIX;
- ACHCTBHA ¢ NEPCOHAIBLHBIMH JaHHBIMH,
- onucaHHs Mep, NpeaycMOTpeHHbIX crathbiMu 18.1 u 19 152-03 (B ToM uncne
CBENEHHA O HAIMYHH IHQPOBAIGHEIX KPHNTOrpa(uuecKux CpeACcTB U HAWMEHOBAHHUA
9THX CPEJCTB);
- nary Hadana o6paboTKH NepCOHANBHBIX JaHHBIX;
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- CPOK HJIH YCJIOBHS IIpeKpaieHus o6paboTku nepcoOHanbHBIX JaHHBIX;

- CBENCHHS O HAMMYMH WIH 00 OTCYTCTBHHM TPaHCTPAaHHMYHON IEepenavu
NEepPCOHAIBHBIX JaHHBIX B ponecce uX 06paboTky;

- cBeneHns o006 obecrnedeHun 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX B
COOTBETCTBHH C TpeOOBaHMAMH K 3alIUTE NEPCOHAIBHBIX JAHHBIX, YCTAHOBJIECHHBIMH
ITpaButenscTBOM Poccuiickoit Penepanuu.

- WHHIHMPOBATH NPHUBJECYCHHE K pEaTH3allHd MEp, HalpaBJICHHBIX Ha obecrnedeHue
6e30MacHOCTH MePCOHANBHBIX JaHHBIX, 06pabaTeiBaembix B BITH (pumman) Boarl' TV, unpix
COTPYJHHKOB MHCTHUTYTa, C BO3JIOXKEHHEM Ha HHX COOTBETCTBYIOIIMX OOsA3aHHOCTEH H
3aKpeIUIEHHEM OTBETCTBEHHOCTH.

- TpeboBath oT cotpyauukoB BITH (prmaan) BomrI'TY cobmonenus mpasun paboTsl

B UCIIH;
- BHOCHTB CBOH IPEIJIOKEHHS 110 COBepIIeHCTBOBaHMIO Qynknuonuposanus UCILIx

BITH (¢pumuan) BoarI'TV.

5. OTBeTrcCTBEHHOCTH JIHIOA, HA3HAYMEHHOI0 OTBETCTBEHHBLIM 3a olecnevenne
GesonacnocTu nepconanbubix Janubix BITH (prauan) Boarl'TY

Ha corpymnnka BITU (¢mmuan) BoarI'TY, HasHa4eHHOro OTBETCTBEHHBIM 32
obecnieyenre 6€30MAaCHOCTH MEPCOHANBHBIX NaHHBIX Boar['TVY, Bosnmaraercs mepcoHalbHAs
OTBETCTBEHHOCTH 3a MOJIHOTY U KaYeCTBO MIPOBOAMMBIX HM paboT.

3a  HeHamuexainee HCIIOJTHEHHE HIH HEHCIIOJIHEHHUE obs3anHOCTEl,
NPeAyCMOTPEHHBIX HAcTOAMmEeH WHCTPYKIHEH, COTPYIAHMK HECET OTBETCTBEHHOCTh, B
COOTBETCTBHH C JCHCTBYIOIMM TPYJOBEIM 3aKOHOJATENCTBOM PO,

3a npaBoHApYLIEHHs, COBEPIUCHHEIC B IIPOLIECCE CBOCH JEATENBHOCTH, B TOM YHCIIe 3a
pasrjalieHHe CBeleHHH KOHOHICHIWANHHOrO XapakTepa H JpYrodl 3alnumaeMoin
uHGOpPMAIIMH, JAHHBIH COTPYNHHK HECeT IPaKNAaHCKYIO, aIMHHHCTPITHBHYIO H YTOJIOBHYIO
OTBETCTBEHHOCTH B COOTBETCTBHH ¢ ACHCTBYIOLIHM 3aKOHOAATEh som PO,

JIL.H. JIsacun

Havanmsauk UBI] /
£
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[Tpunoxxenue Ne 3

K npuka3y BITA
or03. 06 2020 r. Ne 68-0]]

HHCTpyKIAS aAMHHHACTPATOPa HH(POPMANHOHHOMH (€301aCHOCTH
Bo/pKCcKOro moJIATeXHHYECKOro HHCTHTYTa (Puanana)
BoJIrorpajackoro rocyjapcTBeHHOI0 TEXHHYECKOro YHHBEPCHTETA

1. O6mue cBenenusn

AMuHACTpaTOp HHPOPMANHOHHON 6e30MacHOCTH Ha3Ha4yaeTes NPUKa3oM IHUPEKTopa
BITH (¢pumaan) Bonr'TVY.

AnmunECTpaTop HHGOPMALMOHHOM GEe30MacHOCTH B MpENENaX CBOHX IMOJHOMOYHH
obecnieunBaer GesomacHoCcTh HH(popMauuu, oO6pabaTeiBacMOM, nepenaBaeMoil U XpaHHMOH
NpH MOMOIIH CPEJCTB BBIYHC/IMTENBHOM TEXHHKH B HH(OpMamHOHHBIX cHcTremax BITH
(bmman) BonrI'TY. AaMumuucTpatop HHQOPMALHOHHOH 06€30IAaCHOCTH NOMYHHACTCS
OTBETCTBEHHOMY 3a obecredyenne Ge3omacHOCTH nepcoHaTbHBIX AaHHbX BITH (pumarn)
BonrI'TYV.

WHCTpYKIIAS MOUIEXKHT NEPEeCMOTPY INpPH H3MEHCHHH IEPEYHs peIlaeMbIX 3anad,
COCTaBa TEXHHYECKHX M MPOrPaMMHBIX CPeACTB HH(YOPMAIMOHHOA CHCTEMBI EPCOHANIBHBIX
naHeelX (manee mo Texkery — MCIIAn) BIIA (pumman) BoarI'TY, npusomsmmx K
CYIIECTBEHHEIM HM3MEHEHHSM TeXHoJoruH obpaborkn uH(opmauuu. [lepecMoTp maHHOrO
JIOKYMEHTa NPOBOAMTCA OTBETCTBEHHHIM 3a oOecredeHHe Oe30MacHOCTH INEPCOHAIBHBIX
nauasx BITU (¢pumaan) BoarI TV ¢ uenbio npoBepKH COOTBETCTBHA ONPEAEICHHBIX aHHBIM
JIOKYMEHTOM Mep 3alllUTHl peanbHbM ycioBusaM npumenenns ux B UCI1JIx BIIU (¢puman)
BonrI'TV.

Kontpone BemonHeHHs TpeOOBaHMM  JAHHOW  HHCTPYKIHH  OCYIIECTBIACT
OTBETCTBEHHBIN 3a obecrneyeHne Ge30MacHOCTH NePCOHABHAIX JaHHBIX Boir'TVY.

2. HopmaTHBHBIE CCBLIKH

AnmvunrcTpaTop HHGOpMANHOHHON G€30MacHOCTH NPH BBIIOJHEHHH OOS3aHHOCTEH,
BO3JIOXKEHHBIX HE HEro HacTosAmedl MHCTPYKIHUEH, PpYKOBOJICTBYETCA CJICAYIOLIAMH
IOKYMEHTaMH:

- ®enepanpueii 3akoH or 27 mions 2006 r. N 149-®3 "O6 wundopmannu,
HHGOPMALMOHHBIX TEXHOJIOTHAX H O 3aIuTe HHGopMalun'";

- ®enepanbabii 3akoH ot 27 urons 2006 r. Ne152-03 "O nepcoHanbHBIX JaHHBIX";

- INocranosnenue Ilpasutenscrea Poccriickoit @enepanuu ot 6 mons 2008 r. Ne512
"O6 yrBepkaeHun TpeGOBaHMM K MaTepHANBHBIM  HOCHTENAM  GHOMETPHYECKHX
NEPCOHANBHBIX NAHHBIX H TEXHOJNOTHSM XPAHEHMs TAKHX NAHHBIX BHE MH(OPMAalHOHHBIX
CHCTEM NEePCOHANBHBIX JaHHBIX",

- INocranosnenue INpaBurenscrBa Poccuiickoii ®enepanun ot 15 cenrabpsa 2008 r.
Ne687 "O6 yreepknenun ITonoxerus 06 ocobeHHOCTAX 06pabOTKH NEPCOHANBHBIX IAHHBIX,
OCYINECTB/IsIEMOl Ge3 HCIOIB30BaHHs CPE/ICTB ABTOMAaTH3allH "

- ITocranosnenne [IpaBurenscTBa PO ot 1 Hoa6Gps 2012 r. Ne 1119 "O6 yTBepxaeHun
TpeGoBaHHil K 3amyTe NEPCOHAIBHBIX JAHHBIX NMpH MX 00paGoTke B MH(POPMAIHOHHBIX
CHCTEeMaXx IePCOHANBHBIX JaHHBIX ",
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- IMocranosnenue IIpasurenscrea Poccuiickolt Penepamun ot 21 mapra 2012 r. N
211 "OG yTBepKHEHHH TepeYHs Mep, HANpaBICHHBIX Ha OOECIeYeHHE BbIIOIHEHHS
ob6s3anHOCTEi, MpeycMoTpeHHBIX PeepanbHbM 3aK0HOM "O MepcoHaNbHBIX AaHHBIX ",

HopmaTtuBHO-MeTOAMYeCKHEe JOKYMEHTHl PenepanbHoi CIy:KObI 10 TEXHHYECKOMY U
JKCIIepTHOMY KOHTpoimo Poccuiickoit ®enepanuu (manece - OCTOK Poccum) no
obecneuenuio 6ezonacHoctu I1/{H npu ux o6paborke B UCIT[IH:

- npuka3 ot 11 ¢espams 2013r. N 17 "O6 yrsepxaenun TpeGopaHuil O 3amuTe
HHbOpMaIMM, HE COCTaBIAIOMEH TrOCYJapcTBeHHYIO  TaliHy, conepxameilics B
roCyJapCTBEeHHBIX HHPOPMAIHOHHBIX CHCTEMax'";

- mpuka3s ot 18 ¢espans 2013 r. N 21 "O6 yrsepxnaenuu CocraBa M COIEpXaHHs
OpraHM3alMOHHBIX H TEXHHYECKHX Mep 1o obecnedeHHI0 0e30MacHOCTH NEPCOHANBHBIX
NaHHBIX P X 06paboTke B HHPOPMALMOHHBIX CHCTEMAX NEPCOHABHBIX JAHHBIX"

- GazoBas MozieNb yrpo3 6e30macHOCTH NEePCOHANBHBIX NAaHHBIX MpH uX o6paborke B
UHGOPMAMOHHBIX CHCTEMaX MEePCOHANBHBIX JAHHBIX, YTBEPXK/ICHA 3aMECTHTEJIEM JUPeKTOpa
®CTIK Poccun 15.02.2008 r.

- METOJMKA OINpPEEeNICHUs aKTYAIbHBIX yrpo3 6e30macHOCTH NEPCOHAIBHBIX AAHHBIX
npu ux oOpaboTke B HHPOPMALMOHHBIX CHCTEMAaX MEPCOHANBHBIX JAHHBIX, YTBEPXKICHA
samectuteeM aapekropa ®CTIK Pocenn 15.02.08 r.

ITpukas ®CB Poccun 1 ®CTIK Poccun ot 31.08.2010 Ne 416/489 «O6 yrBepxaeHAH
TpeGoBaHuii 0 3amuTe HHPOPMALUH, coepKamelics B HHGOPMAIIMOHHBIX CHCTEMaX O0Imero
MOJIb30BaHHS )

ITpuka3s ®exepansHoii ciyx0Os1 6esonacHoctH Poccuiickoit ®enepanuu or 10 Hroms
2014 r. N 378 «OG6 yrBepxnenuu CocTaBa H COAEPXaHHA OPraHU3ALHOHHBIX H TEXHHIECKHX
mMep no obecrmeyeHHi0 G€30MAaCHOCTH IEPCOHANBHBIX JAHHBIX IpH HMX o0paboTke B
AHQOPMAIMOHHBIX CHCTEMaX IIePCOHANBHBIX JI@HHBIX C HCIOJB30BaHHEM CpEACTB
kpunrorpaguueckoii  3ammMTEl  HHQOpMALHMH, HEOOXONMMBIX  JUIA  BBINOJHCHHA
ycranoBnenusix [IpasurensctBom Poccmiickoif ®enmepanuu  TpeOoBaHHH K 3auluTe
NEePCOHANBHBIX JaHHBIX IS KAXKIOr0 H3 ypoBHEH 3alIHIIEHHOCTH Y,

- Tonoxennem 06 o6paGoTke W 3auare nepcoHanbHbX AanHbX BIMA (dpunmnan)
BonrI'TY;

- Ionurukoi uadopmanmonHoii 6ezonacHoctr npu obpaborke I1/1H;

- MHBIMH JIOKAJIBHBIMH HOpMaTHBHO-NpaBoBeMH akTamu Bl (punuan) BoarI'TV.

3. O6A3aHHOCTH AAMHHHCTPATOPAa HHPOPMALIHOHHOH Oe3onacHoCTH
OGsA3aHHOCTH aAMHHHCTPATOpa HH(pOPMALMOHHOM Ge30MacHOCTH:
- yOpaBjieHHe W KOHTpOJIb paGoThl cpeAcTB 3amuTel HHGopMamun (C3H), B TOM
qucIe:
— ymnpas/ieHHe alnapaTHbIMK CPEACTBAMH H NporpaMMHEIM obecnedenrem C3U;
— BoccTaHoBieHHe paGoTocnocobHocTH C3U;

— ycraHOBKa oGHOBNeHHH nporpaMmmHoro obecneuenus C3U;

— ananm3 cob6ertuii B C, cBA3aHHbIe ¢ 3aIATON HEQOPMAalIHH;

— uH(popMupoBaHHe NoJB30BaTeNe 06 yrposax 6esonacHocT HHGOpMAaLKH,
— unHdopMHEpOBaHHe NOJE30BaTeNel 0 nmpasuiax skcruryatanun C3U;

— ob6yuenue nons3opareneii pabore co C3U;
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- KOHTpOJb 3a paboToit mnosyb3oBarenedf HHPOPMAIMOHHOH CHCTEMBI, BBIABICHHE
HONBITOK HecankuuonuposanHoro poctyna (HCJl) x mHdopmannonHemM cucremam BITH
(pumuan) Boarl'TV u 3amumaeMbiM HHPOPMALIMOHHBIM peCypcam;

- KOHTpoNb 3a cobmopenuem corpyanukamu BITH (¢pumuan) Boarl'TY TpeGosanmii
UHCTPYKIHH, pErjIaMeHTOB M MHBIX JOKYMEHTOB, PEriaMEHTHPYIOIIMX BOMPOCH! 3alHTHI
uHpopmanuu npu sxcuryaranun UCITIH;

- KOHTpPONb mpomecca o0paboTku 3ammmaemod HHGOpMAaLMH, B TOM YHCIE
BBIBJICHHE, AHAIH3 M IUIAHHPOBAHHE MEPONPHATHIA N0 NPENOTBPAINCHHIO HHIMICHTOB,
KOTOpEIE MOTYT NpHBECTH K cOosM Wim Hapymenuio ¢ynxmuonuposanus WUCIIIH, x
BOSHHKHOBEHHIO Yrpo3 6€30MacHOCTH HH(OPMALAH.

B cioyyae BO3HMKHOBEHHMS KPH3HCHBIX (HEINTaTHBIX, COOMHBIX) CHTyauui
aIMHHHCTpAaTOp  HMH(OpManuoHHON  Ge30macHOCTH  HEMEUIEHHO  HHQpOpMHpYeT
OTBETCTBEHHOTrO 3a obecrnedyeHue Ge30NmacHOCTH NepcoHaNbHBIX AaHHBIX BIIM (¢umman)
BonrI'TV.

AnMuHHCTpaTOp HHpOpPMaUHOHHON 6€30M1aCHOCTH Y4acTBYeT B!

- mpoBeleHHH paboT MO BOCCTAHOBJIEHHIO PaboTOCIIOCOOHOCTH CPEACTB M CHCTEM
3alIMThl HHPOPMAIHH;

- NpPOBENCHUH CIyXKeOHBIX NMpOBEPOK (PAaKTOB HAPYLICHHs WIH YIpo3bl HapyIICHHA
OeszonacHocTH 3amuEmaemoii unpopmamuu. [IpoBoaut paboTel MO aHAIM3Y 3ALIAIICHHOCTH
uHGOpPMAIHOHHOA CHCTEMEI,

- paspaboTKe HOPMATHBHBIX M METOJHMYECKMX MATepHalioB, CBA3aHHBIX C
NpPUMEHEHHEM CPEACTB 3alMThl HMHGOPMAIMH H  BLINOJHEHHEM MEPONPHITHH IO
obecnieyennio 3ammuTel MH(oOpMauuu. [IpoBomuT oOydeHHE NepcoHana W MOJb30OBaTENeH
BBIYHMCITUTEIBHON TEXHUKH paBHiaM paGoTHI CO CPeICTBAMH 3alllHThl HH(pOpMALHMH.

AnvuHECTpaTOp HMH(OPMAUMOHHOH 6e30macHOCTH BHOCHT — NPEUIOXKEHHA O
COBEPIICHCTBOBAHHH CPEJCTB M Mep 3alllMThl HHQOPMALMH, OpPraHH3alHOHHO-TEXHHYECKHX
NOKyMeHTOB mo 3amure HH(popManuu. OCyIIeCTBIseT BEACHHE ENOMPOH3BOACTBA
uH(pOpMaAIHOHHO#H 6€3011aCHOCTH.

AnvunrcTparop HH(popManmoHHO#  OesomacHocTH  0o0sf3aH  TpeboBarh  OT
nons3osareneii UCIJ{u 6e3ycioBHOro CoGIIOAEHHS YCTAHOBJICHHON TEXHOJIOTHH 00paboTKu
jamumaeMod HHPOPMALMA H HCHOONHEHHs JOKYMEHTOB, DPErjlaMeHTHPYIOIIMX BOIPOCH
obecnieyenns 6ezonacHocTy U 3amuThl HEGopMaiun B BITH (punuan) BomrT' TV,

4. IIpaBa aAMHHHCTPATOPAa HHPOPMANHOHHOH (€30NACHOCTH

AnMuHHECTpaTop HHPOPMALOHHOMK 6€30MacHOCTH HMEET MpaBo:

- TpeGoBaTh OT paGoTHHKOB — moib3oBareneii MC cobmoneHus ycTaHOBICHHOM
TexHOJNOTHH 006pa6oTku uH(pOpMAUMH H BHINOJHEHHS MHCTPYKUMH 1o obecrneyeHuio
6e30nacHOCTH HHPOPMALIHH:

- TpeGoBare y anmuuuctparopa WUCIIJ[H npenocrapnenus mo6oi nHbopMaumu o
HacTpoikax, KoHpurypauuu, coctaBy H crpykrype MCII[IH ¥ CcHCTEMBI 3alUTHI
unpopmannu UCI1H;

- MHHOMHPOBATH IPOBEJCHHE CIY)KeOHBIX IIPOBEPOK 10 (pakTaM HapyIIECHHS
YCTAHOBJIEHHBIX TpeOGoBaHuil obecneueHHs 3alUTH, HECAHKIMOHHPOBAHHOIO JIOCTYyIMa,
YTPATHI, IOPYH 3AIMINAaeMOil HHPOPMAIMH B TEXHHYECKAX CPEZCTB, BXOAAmHX B cocTas UC;

- TpeGoBaTh mNpekpauieHus o0paboTkH MHpOpMalMH B ClIy4ae HapyLICHHS
YCTAHOBJIEHHOro mopsiika pabor uaM HapymeHHs (QYHKIHMOHHPOBAHHUS CPEACTB H CHCTEM
3aIUTHl HHPOPMALIWH,
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- y4YacTBOBaThb B aHajlM3e CHTyauui, kacatomuxcs ¢yHkunorHpoBanus C3U u
NPOBEPOK (pakTOB HECAHKIITHOHUPOBAHHOTO JIOCTYIA;

- [OJaBaTh CBOH TMPEJIONKEHHS IO COBEPIICHCTBOBAHHMIO OPraHH3alHOHHBIX H
TEXHUYECKHX MEP I10 3aIATe HHPOPMALHK OrpaHHYEHHOTO J0CTYTa.

5. OTBeTCTBEHHOCTH AIMHHHCTPATOPA HH(POPMALHOHHOM Oe30nacHoCTH

Ha agMunucTpaTopa HHGOpMALMOHHOM 6€30mMacHOCTH BO3JIAaraeTcs NEepPCOHAIbHas
OTBETCTBEHHOCTH 32 MOJHOTY M Ka4eCTBO NMPOBOAMMBIX HM paboT 10 0OECIIEYEHHIO 3alHThI
HHpOpMaLHH.

3a  HeHamIexamee HCIIOJIHEHHE  HWJIM  HEHCIIONIHeHHe  o0A3aHHOCTEH,
NPENyCMOTPEHHEIX  HACTOAINEH  MHCTPYKIHeW, aIMMHHCTpaTop  MHGPOPMALMOHHOH
6e30MacHOCTH HECeT OTBETCTBEHHOCTh, B COOTBETCTBUHM C JEHCTBYIOUIMM TPYAOBBIM
3aKOHOJATENbCTBOM PO.

3a npaBOHApYIIEHHs, COBEPLICHHEIE B IPOIECCE CBOEH NEATENBHOCTH, B TOM YHCIIE 33
pasrialieHHe CBefeHWM KOH(HISHUHAJIPHOTO XapakTepa M JpYroH 3amMiiaeMoi
uHpOpMALH, AaAMHHUCTPaTOp HHOOPMALMOHHOH O€30MacHOCTH HECeT TIPaXKIAHCKYIO,
aJIMAHUCTPATHBHYIO H YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBUH C JACHCTBYIOIIAM
3aKOHOAATENbCTBOM PD.

o /

Havansank UBL] p I.H. JIscun
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[Mpunoxenue Ne 4

K npuka3zy BITN
or 03._ 06 2020 r. Ne 68-0]1

Hucrpykuus agmuancrparopa UCITIn
o obecnievennio HHpopManHOHHOH Ge30NaCHOCTH

npH 06padoTke NePCOHANBHBIX JTaAHHBIX

1. O6mue cBeNeHAA

AnMuUHHCTpaTOp HHPOPMALIMOHHOM CHCTEMbl IIEPCOHANBHBIX JaHHBIX (Haiee
Amvunuctparop UCII[In) HasHagaercs npukasoM mupextopa BITU (¢pumman) BomrI'TY u3
YHCNa COTPYAHMKOB yHHBepcHTera. AnmMumucrparop HWCIIJla B mpepenax cBOMX
MOJIHOMOYHMM pelnaeT 3aJayd, CBS3aHHBIE C OpraHM3allMedl M YNpaBJICHHEM JOCTYIIOM
nons3opareneit k UCTIIa BITA (¢umaan) Bonr'TY. Axmunucrparop UCIT/Ir nogunHseTcs
OTBETCTBEHHOMY 3a obecmeueHHe Ge30macHOCTH mepcoHanbHbIX naHHeX BITH (dumaan)
BonrI'TV.

WHCTpyKUMs aJMHHHCTpaTtopa NpeAHasHadeHa A obecredeHus S(PQPeKTUBHOMH
OpraHM3alMy M YIpPaBlIeHHS JOCTYNOM TMOJb3oBaTelell K HH(pOpMAlMH, XpaHsUeHcs B
UCI[la BIIA (¢pwman) BomrI'TY, u coxmepxur TpeGoBaHHA 10 o0OeCneYeHHIO
HHpOpMaunOHHONH Ge30NacHOCTH B YAaCTH BBINOJIHEHHS OMNEpAlMil 10 OpraHu3alldu H
ynpasnenuro gocrynom k UCIIIu BITU (dpuman) Boar['TY.

UHCTpYKIHs TOMJIEKAT MEpecMOTPY MpPH H3MEHEHHH NEpeYHs pelIaeMbIX 3ajady,
coctaBa TexHHuYeckHx M mnporpammubix cpeacte MCIT[m BIIM (¢umman) Boarl'TV,
NPHBOJSAINMX K CYINECTBEHHBIM H3MCHCHHAM TEXHOJNOTHH 00paboTku HHpOpMaLHK.
ITepecMOTp JaHHOrO JOKYMEHTA TIPOBOJMTCSA OTBETCTBEHHBIM 3a obecniedenre 6e30nacHOCTH
nepcoHanbHbiX AaHHbIX BIIM (¢pumman) BomrlI'TY ¢ mensio NpoBepKH COOTBETCTBHS
OTpe/IeNieHHBIX JAAHHBIM JOKYMEHTOM MEp 3alllHTBI PEAbHBIM YCIOBHAM IPHMEHEHHS HX B
WUCITan BITA (punuan) BonrI'TVY.

KoHTponb  BbIIONHEHHs TpeGoBaHMM  JaHHOW  HMHCTPYKIHH  OCYIIECTBISET
OTBETCTBEHHBIN 3a obecneyeHue OGe3onmacHOCTH TNepcoHANBHBIX JaHHBIX BITW (dmmman)
BonrI'TV.

2. HopMaTHBHBIE CCHLIKH

Anvunnctparop UCII/IH npu BBIMONHEHHH 00A3aHHOCTEH, BO3JIOXKEHHBIX HE HEro
HACTOAIEH HHCTPYKIHEH, PyKOBOJACTBYETCS CIIENYIOIMMH JOKYMEHTAMA:

- OenmepanbHbii 3akoH oT 27 wmons 2006 r. N 149-03 "O6 mudopmauunwm,
uHGOPMAIIMOHHAIX TEXHOJIOTHAX H O 3auuTe HH(popManun";

- ®enepanbHbii 3aK0H oT 27 utons 2006 r. Ne152-03 "O nepcoHanbHBIX JaHHBIX";

- TTocranosnenue IIpasurenscTBa Poccuiickoit @eneparuu ot 6 momna 2008 r. Ne512
"O6 yrBepxneHWH TpeOOBaHHH K MaTepHAIBLHBIM HOCHTE/SAM  OHOMETPHYECKHX
MIePCOHANBHBIX JAHHBIX M TEXHOJOTHAM XPaHEHHs TAaKHX JAHHBIX BHE HH(OPMalHOHHBIX
CHCTEM MEPCOHANBHBIX JaHHBIX"}

- [Mocranosnenne Ipasurensctea Poceuiickoit @enepaunn ot 15 cenrabps 2008 r.
Ne687 "O6 yreepxaenuu [Tonoxenus 06 ocobeHHOCTAX 06pabOTKH NEPCOHAIBHBIX JIaHHBIX,
ocymecTBisieMoii 6e3 HCTIONBE30BAHKA CPE/ICTB aBTOMAaTH3aIHA "
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- [Tocranosnenue Ipasurenscta PO ot 1 HosOps 2012 r. Ne 1119 "O6 yrBepxkneHuu
TpeGOBaHUM K 3alUTe MEPCOHANBHLIX JAHHBIX NpH HX 00paboTke B HH(OPMALMOHHBIX
CHCTEMax MepCOHABHEBIX JaHHBIX'";

- Tocranosnenune IIpasurensctBa Poccuiickoit Penepanmu ot 21 mapra 2012 r. N
211 "O6 yTBep)KIEHWH MEepeYHd Mep, HANpPaBICHHBIX HA OOECNEYCHHE BBINOIHEHUS
o6s3aHHOCTEH, nIpeycMoTpeHHBIX PeneparbHbM 3aK0HOM "O NepCOHANBHEIX JaHHBIX ",

denepanbhbIii 3akoH ot 29.07.2004 Ne 98-®3 "O xommepueckoii Takue".

HopMmaTuBHO-MeTOquYecKHe NOKyMeHThl PenepanbHoi ciTyObl 0 TEXHUYECKOMY U
3KCIepTHOMY KOHTpoiio Poccmiickoif ®emepaumu (manee - PCTIK Poceun) mno
obecneuennro 6e3onacuoctu I1JIH npu ux o6paborke B UCIT/In:

- npuka3 ot 11 ¢espans 2013 r. N 17 "O6 yrsepknenun TpebGoBanui o 3ammure
uHdopMalMH, HE COCTaBSIOMEH TroCyJNapCTBEHHYIO  TaliHy, cozepxkamedcs B
roCyJapCTBEHHBIX HH(OPMAHOHHBIX CHCTEMaX";

- mpukas ot 18 despans 2013 r. N 21 "O6 yrsepxnennn CocraBa M COAEpXKaHHUA
OpraHHM3allMOHHBIX M TEXHHYECKHX Mep N0 00ecmnedeHHI0 Oe30MacHOCTH MEePCOHAIBHBIX
JIaHHBIX NIpH HX 06paboTke B HHPOPMAILIHOHHEIX CHCTEMAaX NEPCOHANBHEIX IaHHbIX"

- 6aszoBas Mojesb yrpo3 6e30MacHOCTH NEePCOHANBHBIX JaHHBIX IpH HX 00paboTke B
HHGDOPMALHOHHEIX CHCTEMAX IEePCOHANBHBIX JaHHBIX, YTBEPKICHA 3aMECTUTENIEM JIMPEKTOpa
®CTIK Poccun 15.02.2008 r.

- METOJMKA OIpeJeICHHs aKTYalbHBIX Yrpo3 6€30macHOCTH MEPCOHANBHBIX JAHHBIX
npu HX 00paGoTke B HH()OPMAIMOHHBIX CACTEMAX MEPCOHAJBHBIX MAHHBIX, YTBEPXICHA
samecturenem aupexropa ®CTIK Poccuu 15.02.08 r.

ITpuxasz ®CB Poccuu u ®CTIK Poccun ot 31.08.2010 Ne 416/489 «O6 yTBepKaeHUH
TpeGoBanHii 0 3aIMTe HHpOPMALHH, coaepxamelics B HHYOPMAIIHOHHBIX CHCTEMaX 001Iero
NOJIb30BAHUAY

Ipukasz PenepansHoii ciyx6sl 6esonacHoct Poccuiickoit ®enepauuu ot 10 mromns
2014 r. N 378 «O6 yrBepxnennu CocraBa H CoiepXaHHs OPraHH3aIHOHHBEIX H TEXHHYECKUX
Mep 1o obecrmeueHHio Ge30MaCHOCTH MEPCOHANBHBIX JaHHBIX NpH HX oOpaGoTke B
MH(pOPMAIIHOHHBIX CHCTEMAax IMEPCOHAIBHBIX JAaHHBIX C HCIOJb30BAHHEM CPENCTB
kpunTorpaguueckoi  3ammuTel  HHOOpMALHM,  HEOOXOAMMBIX Ui BBINOJHEHHA
ycranosiieHHbix [IpaButensctBoM Poccmiickoif ®@enepanuu TpeGoBaHMH K  3alidTe
NEePCOHAIBHBIX JaHHBIX JUIA KaXA0r0 H3 YPOBHEH 3alHIICHHOCTH);

WHbie HOpMATHBHBIE JOKYMEHTHI:

- TONOXEHHE O rOCYJapcTBEHHOM cHcTeMe 3amuThl HHGopmanuu B Poccuiickoin
denepanuy 0T HHOCTPAHHBIX TEXHHYECKHX Pa3BE/IOK M OT YTEUKH IO TeXHHYECKHM KaHalaM
(yTB. mocranosnenueM Cosera Munuctpos - IlpaBurensctsa PO ot 15.09.1993 r. Ne 912 -
SL);

- cnenuanbHbie TpeGOBaHHS M PEKOMEHJAMM [0 TEXHHYECKOH  3amuTe
kouduaenmmansaoi uapopmamnuun (CTP-K), 2002 r.;

- cOOpHHK METOAHYECKHX JOKYMEHTOB II0 KOHTPOJIIO 3allMIIEHHOCTH HH(bOpMALHH,
06pabaThiBaeMOil CpeIcTBAMH BBIYHCIATEBHON TeXHAKH, ['ocTexkomuccns Pocenn, 2002 1.5

- TOJIO’KEHHE O mopsake obpameHus co ciryxebHol HHbOpManueH OrpaHHYCHHOTO
pacmpocTpaHeHHs B (peepalbHBIX OpraHax MCIOJHHTENbHOW BacTH (YTBEPHKIACHO
nocraHopienneM ITpasurensctsa PO ot 3 Hos6ps 1994 r. N 1233);

- Tocrexxomuccuss Poccun. PykoBomsamuii NOKyMEHT. ABTOMAaTH3HPOBAHHBIE
CHCTEMBL 3alIHTa OT HECAHKIHOHMpPOBAHHOro Joctyma K uHpopmanuu. Knaccudukaums
ABTOMATH3MPOBAHHBIX CHCTEM U TpeGoBaHus 10 3aumre HHpopmanuy, 1998 r.;

JloxansHsle HopMaTHBHO-NpaBoBbie akThl BITH (¢umman) Bourl' TV:
- Tlonoxenuem 06 oGpaborke m 3ammre nepcoHanbHBIX AaHHBIX BIIA (¢pumaan)

BomrI'TY,




17

- [onuTukoi HHGOpMaLMOHHOM 6e3omacHocTH pu 06paboTke [1]1H;
- HHBIMH JIOKAJIBHBIMH HOPMaTHBHO-TIpaBoBbIMH axTamMu BIIM (pumman) BonrI'TV.

3. O6sizannocTn agvmunucrparopa HCILIH

Anmunuctparop UCIIx BIIU (punuan) BonrI'TY obsa3an:

- ofecreYdBaTh TEXHHYECKOE CONMpPOBOXIEHHE MPOLEAYPHl OpraHH3alMH JOCTYNa
nosns3osarend k UCIT/x;

- OpPraHM30BBEIBATH M KOHTPOJMPOBATh MPOIECC YCTAHOBKH H KOH(HIYpHPOBAHHS
CTaHJAPTHOTO MporpaMMHoro obecreyenns wis paboter nonb3osaresed ¢ UCIITH;

- YCTaHABJIHBAThH IEPBOHAYAILHOE 3HAYCHHE NapoJIs IOJIb30BaTeNd H 00ecneynBarh
JIOBEJICHHE €ro 0 MoJIb30BaTess 6e30macHeM criocoboM;

- paspaGarsiBaTh THIIOBBIE ponH Wi goctyna K UCIIH;

- obecreunBath cobmoaenne noassosarenavu UCIIAa BITA (¢pmmman) Bonrl' TY
MOJIUTHKA HH(POPMAHOHHOI (Ge30MacHOCTH W BHIABJICHHE MOMBITOK HECAHKLIHOHHPOBAHHOTO
noctyna k UCITIu BITU (dpuman) Bonr['TY.

Ilpn BeisBineHun ¢akra HecankumonuposarHoro noctyna (HCJI) ammurECTpaTOp
WCIIIn obs3an:

- HemenenHo npekpatuts goctyn K UCITJIH co CTOPOHEI BBHISBJICHHOIO Y4aCTHHKA
HCJT;

- JIONIOXKHTEL OTBETCTBEHHOMY 3a obecniedeHHe 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX
BIU (¢pumuan) Boarl'TY o ¢axre HCJI, ero pesynprare (ycnemHbIH, HEYCIELIHBIH) H
NpPeANPHHATHIX NEHCTBHAX;

- mpoaHamuzupoBath Xxapaktep HCJl u NpHHATE MEpBl IO HEAONYLICHHIO €ro
TIOBTOPHOTO HCHOJIb30BAHHS;

- OpuWHHMaTh ydacTHe B yctpaHenmH nocieactsumii HCJ[ m peamusauuu mep mo
HEIOMYIIEHHIO €r0 MOBTOPHOTO HCIIOJIB30BAHHS.

K akraM HeCAaHKIIHOHHPOBAHHOIO AOCTYIA OTHOCATCA:

- ceancel paGorsi ¢ UCI[Iu BITU (¢pummuan) Bonrl'TY HesaperucTpupOBaHHBIX
0JIb30BaTeIeH WIH NMOJIb30BaTeNe, CPOK ACHCTBHSA MOJHOMOYHH KOTOPBIX UCTEK;

- ceancsl paborer ¢ MCIIIm BITN (¢umuan) Boar['TY 3aperncTpHpOBaHHBIX
TOJIB30BATEJIEH C ITYCTHIM ITapOJIeM;

- DONBITKH TOJNY4eHHs MOOCTyma, C TPHUMEHEHHEM YYETHOH 3alliCH [pyroro
nons3osaress UCTIu BITA (prman) BonrI'TY, meronom noadopa napois WIH Jpyroro
MeToJ1a (ClTy4aifHOro pa3rijalleHns naposs | T.11.) 6e3 BeioMa BIaJebla y4eTHON 3aIHCH.

4, Ilpasa anmunrcTpaTopa HCITIn

Anmunuctparop UCITIx BITU (pumuan) Bonrl TY umeer npaso:

- aHanu3upoBaTh paboty mobbix 3nemenToB MCIIJIH s BRIABICHHS H YCTPaHEHUA
HEHCIPABHOCTEH, a TakxKe U ONTHMH3ALMH e¢ PyHKIIMOHHPOBAHHS,

- ortxmouars mobeie anementsl HCIIJIH npn HW3MEHEHHH KOH(HIypauu,
PErIAMEHTHOM TEXHHYECKOM OOCIY)XHBAHHH MJIH YCTPaHCHHHM HEHCIPABHOCTEH mocie
coryiacopanus ¢ 3a6naroBpeMeHHOro npeaynpexaenus nonszopareneit MCIT/n;

- otwmnouath mobbie ementsl C3U UCII/[H npH H3MEHEHHH KOH(HIypauuH,
PErIaMEHTHOM TEXHHYECKOM OOCHY)KHBAHHH MM YCTPAaHEHHH HEHCIIPABHOCTEH B

YCTAHOBJICHHOM MOPAZIKE;
- B YCTaHOBJIEHHOM MOpAAKe H3MeHATh KoHurypamuio snementos UCTIIu u C3H;




18

- Tpe6oBaTh 0T coTpyaunkos BITU (¢pumuan) BonrI'TY cobmonenus npasun paboTsl
B UCI1/In, npuBeneHHBIX B « AHCTpYKIUH OIB30BaTeNs 10 obecnedeHuio HHPOPMAaMOHHOH
GesomnacHocTH npe 06paboTke nepcoHanbHbX JaHHBIX B UCTIIH»;

- BHOCHTB CBOM IIPEUIOKEHHS 110 coBepiueHcTBoBaHuIO Qynkimonuposanus UCIIx

BIIH (¢pmrman) BoarI'TVY.

5. OrBercrBennocTh anmMunncTpaTopa HCIIIn

Ha amgvumaucrparopa MCII[IH Bo3naraercs nepCcoOHaIbHas OTBETCTBEHHOCTH 3a
TIOJTHOTY ¥ Ka4eCTBO ITPOBOJAMMEIX HM paborT.

3a  HeHajjIexamiee  HCNOJHEHWE  WIM  HEHCNONHeHHEe  00A3aHHOCTEH,
NpefyCMOTPEHHBIX ~ HacTosmed — mHcTpyknwed, ammuauctpatop UCII[IlH  Hecer
OTBETCTBEHHOCTB, B COOTBETCTBHH C JEHCTBYIOLIAM TPYAOBBIM 3aKOHO/ATENBCTBOM PD.

Anmunuctparop UCII/IH HeceT OTBETCTBEHHOCTE 3a BCE JEHCTBHA, COBEPIICHHEBIE OT
MMEHH €ro YYeTHOM 3alMCH WM CHCTEMHBIX YYeTHBIX 3allHcel, ecnm He JoKasaH (akT
HECAaHKIIMOHHPOBAHHOTO HCIIONB30BaHHA YYETHBIX 3alHMCel JpYrHMH JIHIaMH IIpH
COOMIOICHAH aIMEHHCTPAaTOpOM TpeGoBaHui HacTosmed UHCTpyKIun.

3a npaBOHApYIIEHHs, COBEPIICHHEBIE B IPOLECCE CBOEH ACATEIBHOCTH, B TOM YHCIIE 3
pasriamieHHe CBeJeHHH KOHOMICHUMAIBHOTO XapakTepa H JAPYrod  3allHINaeMOH
uudopmanmu, agmunuctpatop MCILJIH Hecer rpaxaaHCKylo, HHHCTPAaTHBHYIO H
YTOJIOBHYIO OTBETCTBEHHOCTD B COOTBETCTBUH C JACHCTBYIOLIUM 3aKO /a TeILCTBOM PD.

Hagansaux UBL] J.H. JIscun
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ITpunoxenue Ne 5

K nmpukasy BIIU
or03, 06 2020 r. N68-0L

HHCcTpYKIHS M0JIH30BATES
no obecneuenuio HEpopmManHoOHHOi GesonacHoCTH
npu o6paGoTke nepconaabHbix NanabIXx B HCILAn
BoJoKcKoro noJiuTeXHu4Ieckoro HHCTHTYTa (puanana) Boarorpaackoro
rocyAapcTBEeHHOr0 TEXHHYECKOro YHHBEPCHTETA

1. O6mue cBeneHus

JlanHas WHCTpyKuMs yCTaHaBiuBaeT OOGA3aHHOCTH, NpaBa M NOPANOK PpaboThl
nosb3oBareneli MHGOPMALMOHHON CHCTEMB! INIEPCOHANBHBIX [NAaHHBIX (Hajee MO TEeKCTy -
WUCI1In) BITA (¢puman) BorrI'TY.

IMons3oBareneM HUCII[4 sBasiercs JHMLO, YYacTByomee B (QYHKIHOHHPOBAHHH
MHPOPMALMOHHON CHCTEMBl NEPCOHANBHBIX JAaHHBIX HIIH HCIONB3YIOMEe pe3yJbTaThl €€
(yaxmuonuposanus. ITonszosarenem UCI/n sBasiercs moGoi corpynaux BITH (duanan)
BomrI'TY, umeromu#t mocryn k UCII[IlH m ee pecypcaM, B COOTBETCTBHH CO CBOHMH
NO/DKHOCTHBIME HTH ()yHKIIHOHAJIBHBIMH 00S3aHHOCTSMH.

O3HaKOMJIEHHE ¢ TPeOOBaHMSAMH HHCTPYKIHH MOXET NMPOBOJUTH OTBETCTBEHHBIA 32 -
obecneuenrde GesomacHocTH mnepcoHanbHeIX fAaHHBEIX BITA  (dpmwmaan) BomrI'TY,
anvuanctparop UCTI/IH, anmaructparop uHdopmanuonHoii 6esomacuoctu BIIU (pumman)
BonrI'TV.

WHCTPYKUMA TOIEKAT TEPECMOTPY INPH H3MEHEHHH IE€pevHs pelaeMbIX 3ajady,
cocTaBa TexHHWuYeckux M mnporpammubix cpeacts MCII/Im BIIA (¢puwmaan) BomrI'TV,
NPUBOJAIIMX K CYIIECTBEHHBIM H3MEHEHHAM TEXHONOrHHM 00paboTkH HHGOpMALHH.
IlepecMOTp JAaHHOTO JOKYMEHTa NPOBOJMTCS OTBETCTBEHHBIM 3a obecneuenune 6e30nacHOCTH
nepcoHanbHbX gaHHBIX BIIW (pmmman) Bonrl'TY ¢ uensio NpoBepkH COOTBETCTBHS
OTpe/ie/IEHHBIX JAaHHBIM JIOKYMEHTOM MEp 3allliThl PEaJbHBIM YCIOBHAM IPHMEHEHHA UX B
WCI1 I BITA (¢pnmman) Bonr['TY.

OTBETCTBEHHBIMH 32 TOCTOSHHBIA KOHTPOJh BBINOJHEHHS TPeOOBAHHH JAHHOH
HHCTPYKIIHH B CBOMX 06JIACTSAX OTBETCTBEHHOCTH ABJAIOTCA: OTBETCTBEHHBIH 32 00ecneueHHEe
HeszomacHocTH mepcoHanbHbIX AanHbX BITU (¢pumman) BonrlI'TY, anmunncrpatop UCII/H,
aIMAEECTpaTop uHGopMauronHo# GesonacHoct BITH (¢punuan) Bonr['TY.

2. O6sizaunocTa noas3oBareneit HCIIIn

IMons3zosarens UCITn obs3an:

- 3HaTh M CTporo cobmonars TpeGoBaHus 3aKoHOAaTe bcTBA PO B 0671aCTH 3aIUHTHI
nepcoHanpHbx maHHbIX (TI/JH), a1 oO3HakOMJIEHHA C JACHCTBYIOIMMH HOPMATHBHO-
PaBOBEIMH JIOKYMEHTaMH 00paliaThCsi K OTBETCTBEHHOMY 3a obecneyeHne Ge30IacHOCTH
nepconanbHbix AaHHbX BITH (¢uman) BonrI'TY;

- cTporo co6MIOAaTh YCTAHOBJEHHBIE npaBuia obecredenus Ge30macHOCTH
uHbopMaImK npu paboTe ¢ mporpaMMHBIME K TexHHUeckuMH cpenctBamu UCTI/IH;
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- BBHINIOJIHATE CBOM OGS3aHHOCTH CTPOrO B paMKax MpaB JOCTYINA K BHYTPEHHHM H
BHEUIHAM HHQOPMALMOHHBIM pecypcaM, TEXHHYECKHM CpEICTBaM, IOJyYeHHbIM B
YCTaHOBJICHHOM ITOPSIKE;

- 3HAaTh W CTPOTO BBHIIOHATH NPaBWIA paboTHI CO CPENCTBAMH 3alIMTHI HH(pOpMaIUH,
ycradoBneHAbMH B UCIT/IH;

- XpaHHTh B TaiiHe CBOM mapoib (He mepenaBarh JPYTHM IMOJB30BATEISIM, HE TEpPATH,
HE OCTaBNIATH G€3 mpucMoTpa 3amucH Wid (aiiel, colepXamue JaHHYIO HHPOpMaUHio H
T.JO.),

- MCHONHATH TpeOOBaHHUS MOKYMEHTOB, PErJIAMEHTHPYIOMIMX BONpPOCHI paboTHl B
NCI1/n;

- HEMEIJICHHO CTaBHTh B H3BecTHOCTH ammuHMcTparopa MCII[IH u pykoBomures
Noapasfie/ieHuss B CIy4ae yTepH JMYHBIX PEKBH3HTOB JOCTYNa M/IH [PH [OJO3PEHHH
KOMITPOMETAHH JIMYHBIX [TapoJIei;

- HEMEUIEHHO CTaBHTH B H3BeCcTHOCTH agMuuucTparopa UCTI/IH npu o6HapyKeHUH:

- TIONBITOK HECAHKIHOHUpOBaHHOrO foctyna k [I[9BM;

- HECAHKLHOHHPOBAHHBIX (TMPOM3BENEHHBIX C HApPYIICHHEM YCTaHOBJIEHHOTO
NOpsiKa) U3MEHEHUH B KOHQUTrypauy IPOrpaMMHBIX MJIH amlapaTHBIX CPeICTB
UCITH;

- OTKJIOHEHHH B HOPMaIbHON paboTe CHCTEMHBIX M NPUKJIAJHBIX POrPaMMHBIX
cpencTs, 3aTpyaHstomux skcmryaranuo UCITTx;

- BBIXOJIa M3 CTPOS WJIH HeycToHdMBOro (yHKIHoHMpoBaHus ycrpoicts [I9BM
(nMcKkoBONOB, NpHHTEpa H T.L), a Takxe 1epeboeB B  CHCTEME
3NEeKTpOCHAOXKEHHU S,

- HEKOPPEKTHOTrO (PYHKIIMOHMPOBAHHSA YCTAHOBJIEHHBIX TEXHHYECKHX CPE/ICTB
3aIuThl HHPOpPMaLHH.

- B cnaydae ecmd Ha [IOBM npomssomurcs oOpaboTka 3alquInaeMoi
(xoH(pUACHIHATEHON) HHPOPMALMH, IPUCYTCTBOBATH NPH paboTax M0 BHECEHUIO H3MEHEHHH
B aNNapaTHO-IPOrPaMMHYI0 KOH(HTypalHio 3aKperUieH ol 3a Hum II9BM;

- UCIOJIB30BATh IS 00paboTKH NEPCOHANBHBIX JAHHBIX TOJBKO 3apEerHCTPHPOBAHHBIC
CheMHBIE HOCHTENH ((I3IIKH, JUCKK U T.JL.).

3. 3anpemennsie AeiicrBan noab3osaresei HCIIAn

HMoas3zosaremio UCII/In kareropuueckn SAIIPEINIAETCS:

- HCTOJIB30BaTh KOMIIOHEHTEI IIporpaMMHOro H anmnaparaoro obecnedenns UCIIIu B
HeCTy)KeOHBIX HesX;

- XpaHHTh U o6pabarsiBaTh MuuHylo nHGopManuio Ha [I9BM u cepsepax UCI1/IH;

- HCIOJNB30BaTh MHGOpPMAUMOHHBIE pecypchl Internet ans uened, He CBA3aHHBIX C
IPOU3BOJICTBEHHOM JIEATENBHOCTHIO, B IMYHBIX LIENAX;

- CaMOBOJIbHO BHOCHTH Kakue-Tu00 H3MEHEHHS B KOH(HIYpalHWio arnnapaTHo-
nporpamMmusix cpeacts UCII/In wiu ycTaHaBIHBaTh JONOJHHUTEIBHO JIFOOBIE IPOrpaMMHbIE
H anfapaTHeIe CpPeACTBa;

- ocraBiaTe Oe3 mpucMmoTpa BKmodeHHylo IIOBM, He akTHBH3MpOBaB CpeicrTsa
3aIUTHI OT HecaHKuuonupopanuoro joctyna (HCI);

- ocraBiATh Ge3 mpucmotpa Ha pabouem Mecre WM riae Obl TO HH OBUIO CBOM

PEKBH3HTHI JOCTyNA (JIOTHH M NapoJib);
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- OCTaBJIATH 6€3 JUYHOTO NPHCMOTPA B JIEFKOAOCTYITHOM MECTE Ha paboyeM MECTe HIIH
rme O TO HH OBUIO CBOM MalIMHHBIE HOCHTEJM M pacledyaTKd, COJAepKallue
KOH(UAECHIMAIBHYIO HHGOPMALHIO (CBECHHS OrPAHHYEHHOIO PacIpOCTPAHEHH);

- YMBIIUIEHHO MCHO/NB30BaTh HENOKYMEHTHPOBAaHHBIE CBOWCTBA M OMHKOKH B
NpOrpaMMHOM OGeCTieueHAH MM B HAcTpOMkax cpencTB 3amuThL. O6 06HapyXeHHH Takoro
pona omm6oK — cTaBuTh B H3BeCTHQCTH AnmuHHcTpaTopa UCIIJIH n pyKoBOAMTENS CBOEro
NOApa3e/ICHHS;

- HCMONB30BaTh Mid 00pabOTKH NEPCOHANBHBIX JAHHBIX HE3apErdCTPHPOBAHHbBIE
CheMHbIe HOCHTENH ((IISIIKH, TUCKH H T.J.).

- BBIHOCHTH 3a mpefedsl KoHTpoiupyemoil 3oHel BIIM (¢pmman) BoarI'TV
3apErHCTPHPOBAHHBEIE CBEMHBIE HOCHTeNH ((UIDINKH, MHCKH H T.J.), COJAEpXalue
NEPCOHAbHBIE [aHHBIE H HHYI0 KOH(QHICHUHANbHYIO HHpopMamuio 06e3 yBeJIOMJICHHS
COTPYAHHKOB, OTBEYAIONIMX 32 HHPOPMAIHOHHYIO 6€3011aCHOCTB.,

4. Ilpasa noab3oareas HCI1An

[Mons3oparenu UCI1/(a umeror npaso:

- ofpamarscsi K OTBETCTBEHHOMY 3a obecrnedeHHe O€30IacHOCTH TEPCOHAIBHBIX
nauneix BIM  (bmwman) BomrI'TY, ammumncrparopy HWCII[IH u agMuHHCTpaTopy
uapopmanuonHoii  GesomacHocTH 32  HHQOpManMe#,  KacaloWlehcss — NOJUTHKH
uHdopManmonHol GezonmacHocTH BoarI'TY, METONOB HCHOJNB30BaHHS CPEACTB 3allHTHI
unpopmanumn, a Takke OO0 WHOH HHpOpMaumel, crnocoOHOH IOBBICHTE YPOBEHB
samumenHocty  UCI[a BIIM  (pmoman) Bor['TY wu  npenorspatuts  (GakThl
HECAaHKIHOHHPOBAaHHOI0 AOCTYNA K IEPCOHAIBHBIM JIaHHBIM.

- BHOCHTH CBOM IIPEVIOXKEHNS 110 coBepmeHcTBoBaHMIO (yHkiuonnposanus UCIIlx
BITU (punnan) BoarI'TY.

5. OrBercrBenHocTh noab3oBarens HCILu

Ha nons3osarens UCITJIH Bo3iaraeTcs nepcoHalbHas OTBETCTBEHHOCTD 3a IOJTHOTY H
Ka4eCTBO MPOBOAMMBIX HM paboT.

IMTons3oBarens UCIIJIH HeceT OTBETCTBEHHOCTH 3a BCE NEHCTBHS, COBEPIICHHEIE OT
MMEHH €ro YYeTHOM 3alKCH, €CIH He [0Ka3aH GakT HeCAHKIIHOHHPOBAHHOTO HCIIOIE30BAHUS
YYETHBIX 3allicell oab30BaTes.

3a  HeHajieXxallee  MCIOJHEHHE  WIH  HEHCNOJNHEeHHe  00A3aHHOCTEH,
NpeAyCMOTPEHHBIX  HacTosmel  WHCTpykuued,  mome3oBarenb  HCII[Im  Hecer
OTBETCTBEHHOCTB, B COOTBETCTBHH C JIEHCTBYIOMMM TPYAOBBIM 3aKOHOAATEIBCTBOM PO,

3a npaBOHAPYILIEHHS, COBEPIICHHBIC B MPOLECCE CBOEH NEATEILHOCTH, B TOM YHCIIE 3a
pasrialieHue CBENCHHM KOHQHICHIMANBHOIO XapakTepa W Jpyrod 3allMINaeMOH
unopmanun, agmuHHcTpaTop MCII/[H HeceT rpakaaHCKyO, aJMHHUCTPAaTUBHYIO H
YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHH C JEHCTBYIO 3aKOHOAATEILCTBOM P®.

Havansuuk UBL] J1. H. JIscun
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IMpunoxenue Ne 6

K npukasy BIIN
0103, 06 2020r. NeB8-oz

HHCTPYKIHSA N0 OPraHH3ANMH NAPOALHOH 3aMHTHI
npu o6paGorke nepconannubix fanubix B ACTIIn
Bo/rKCKOro noJiMTeXHAYEcKoro HHCTHTYTA (Puanana) Boarorpaackoro
rocyaapcTBeHHOro TEXHHYECKOro YHHBEPCHTETA

1. O6mmne nojoXKeHHSN

VIHCTpYKLHs 10 OpraHHU3aliy Napo/bHOH 3ammTH (Aanee — MHCTPYKIHA) BKITIOYACT B
ce6s KOMIUIEKC Mep, perfiaMeHTHPYIOIHX BRIOOp, HCMO/IB30BAHNE, XPAHCHHE, YHHITOXCHHES
naponsHOM WH(GOpMauuH B HHMOPMAIHOHHON CHCTeME NMEPCOHATBHBIX JAHHBIX (Haee 10
texcry - UCITJIH) Bomkckoro MOJHTEXHHYECKOro MHCTHTYTa (puimana) Boarorpanckoro
TrOCYJapCTBEHHOTO TEXHHYECKOTo yHHBepcHTera (nanee mo Texcry - BIIM (dumaanm)
Bonr['TY), a Takxke KOHTPOIb AHCTBHM MOJIB30BATENEH H COTPYAHHKOB, 00€CTIeTHBAIOIIAX
peaiH3anuIo NapoIbHOM 3aIUTEI IPH paboTe ¢ MapoJIsIMH,

JlaHHas AHCTPYKIMS pacmpocTpaHsiores Ha mombsoparenelt UCT1a BITU (dumman)
Bonr['TY, ®@akT 03HAKOMJIEHHsS NMPOTOKOJIHPYETCS B COOTBETCTBYIOLIEM pas/iesie nacrnopra
HHQOPMAUMORHOK  GE30NmacHOCTH  MOApA3/ieNieHnd,  OCymecTBsiomero  o6paboTky
TIIePCOHANBHBIX JAHHBIX.

O3HakoMJIeHHe ¢ TpeGOBAHMSMH HHCTPYKIIHH MOXET NMPOBOJMTEL OTBETCTBEHHBIA 32
obecriedenne GesomacHOCTH mnepcoHanbHeix fmaHHRX BIIM  (¢pwman) BoarI'TY,
anmumuctpatop UCT1TH, anmarucTpaTop WHpopmanuorHOK GesomacHoctd BITA (pumman)
BoarI'TY B 3aBHCHMOCTH OT IIOJHOMOYHH IO BEJEHHIO Tmacrmopra HH(OpMaHOHHOH
Ge30MacHOCTH TOApaszieieHns (Janee - YIOMHOMOYCHHBIH COTPYAHHK), OCYIIECTBIIAIOMEro
06paboTKy NepcoHANBHBIX NaHHBIX.

B mesx 3aKperyieHus 3HAHHH 110 BOMPOCaM MPAKTHIECKOro HCIIONHEHHS TpeGoBanmi
MHCTPYKILHH, YTONHOMOYCHHBIH COTPYAHHK MOXET OpraHH30BRIBATH MEPCOHATLHBIC
uHCTpyKTaXKH nons3osarenedt UCI1{a BITU (drmman) Boar['TY.

WHCTPYKUMA TOUIEKAT IEPeCMOTPY NPH H3MEHCHHWH MNEPeYHs pemacMbiX 3anad,
cocTaBa TexHHuecknx W nporpammueix cpeacts MCII BIM (¢pmmaan) BoarI'TVY,
NPHBOJAIMX K CYMIECTBEHHEIM H3MEHEHHAM TeXHojoruu o6paboTku HHpOpMALHH.
TlepecMOTp JJAHHOTO JOKYMEHTa IIPOBOAMUTCS OTBETCTBEHHEIM 3a obecnieyenue 6e30macHOCTH
nepcoHanbHEX AaHHBIX BITM (¢pmmanr) Boarl'TY ¢ umemsio NpOBEPKH COOTBETCTBHA
ONpeNeeHHBIX JAAHHBIM JOKYMEHTOM MEp 3alllATHI PEalbHBIM YC/IOBUAM NpPHMEHEHHS UX B
UCITIa BITU (pmman) BonrI'TY.

OTBeTCTBEHHBIMH 3a INOCTOSHHBI KOHTPONb BBIIONHEHHA TpeboBaHHl JaHHOH
HHCTPYKIIMH B CBOMX 06/IaCTAX OTBETCTBEHHOCTH ABIIMOTCA: OTBETCTBEHHBIH 33 obecnieueHne
Ge30macHOCTH NepcoHanbHbX AaRHEX BITY (puanan) BoarI'TY, ammunnctpatop UCIIH,
aIMHHACTpaTop HHpopManrHoHHOI 6e3onacroctn BITU (dumaan) Boarl TV,














































































































































